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String :: size type iNewline = m strReceiveBuf.find( 1
string :: size_type iDoublelNewlLine = m strReceiveBuf.find| 12
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while| 1
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Oday - Wwindows 2000 Local $350 $£700 $1400
Oday - Qracle 109 Remote DOS (no auth) $300 £a00 £1200
Oday - Qracle 91 Remote DOS (no auth)  $300 600 £1z200

“ From argess.com

.

- Kbz T A
CANVAS, Core Impact(?),....555%




2 Xon 2005
BRI C &~ T “0day”™E B
/)ﬁ%fﬂf”

< Securityfocus (Symantec) , ISS X-
FORCE database, OVSDB, NSFOCUS

AT R SCIR R —)

~ Secunia, SecurityTracker, Securiteam

» CVE (Common Vulnerabilities and
Exposure, i FIwiFA#EE )

B-xrocusteam



wmzoos
I FREL &8 JT 1) “Oday” (1day) exploit

» Frsirt (K-otik.com)
nttp - //www.frsirt.com/english/
- Packetstorm
nttp://www.packetstormsecurity.org/
- MilwOrm

http://www.milwOrm.com/

B-xrocusteam



http://www.frsirt.com/english/
http://www.packetstormsecurity.org/
http://www.milw0rm.com/

2 Xcon 2005

A % /bA0dayfE Ak

G B R ORIE AR Al REAF L

-Oday

O FATT DM B — AT A (B E R 4R

5

=7 # R FE N Oday i

o B AR B A 3 C.H0day !




. %1 1) 0day

CAIIL £ F0day
2] - VULNDISCO Pack

http://www.gleg.net/download/VULNDISCO.pdf
K4244~0day HH 4 144 D.O.S

- UBC (UNRELEASED BUG CLUB)

http://felinemenace.org/—nd/UBC.html
I 764 Odays , HHfuts 3 1D.0O.S

~ Argeniss.com

http://argeniss.com/products.html
5l T 64> Odays , HA 24 D.O.S



http://www.gleg.net/download/VULNDISCO.pdf
http://felinemenace.org/~nd/UBC.html
http://argeniss.com/products.html

$ji 18 Oday

- ODay Biy
ODay B H B AL ?

> ARFATZ A AR Oday X di e 2 IDS?
IPS? Jg k&t ?

> INEIDSA G A1) )




. 'Jj/%
& =7 T
X AR [ Al

FEAL, BUE #R I 5
> /AR

SjifH Oday ()

b 3 YW
- Bk BE R T2 P im ff0day dE A FIEREN 1)
S AEERE R HQ%HTF1E)1&Z£//%7§—AOday

EDOE

T E R

8 - XP SP2, 2k3 SP1 / GRSecurity




I 75 TR M
- [ s (bugtrag,FD)
» TN EE (eEye? And? )

http://www.eeye.com/html/research/
upcoming/index.htmi

> i EE (NGS? and ? )
- IRV L AR R
(immunity, idefense, 3com , and?)



http://www.eeye.com/html/research/

Odayfiff 53 I AH IVEE
- IR

-] TR

> %lj)l: Sybase to NGSS: MW, HMIFATLIEF (200543

http://www.securityfocus.com/news/10821
http://www.securityfocus.com/news/10827
http://www.eweek.com/article2/0,1759,1778456,00.asp



http://www.securityfocus.com/news/10821
http://www.securityfocus.com/news/10827
http://www.eweek.com/article2/0,1759,1778456,00.asp

2 %eon 2005
OdayfiF 77 1 AH I VLA e

WIJ%;:E?%, T2 I A O A 2 ARAR (200543

http://news.com.com/2100-7350_3-5606306.html

#13: Mike Lynn VS Cisco && ISS (@blackhat
200547 H)

http://www.schneier.com/blog/archives/2005/08/m
ore_lynncisco.html

http://www.granick.com/blog/

~ Jennifer Stisa Granick. @ blackhat
btw: 2 Lynnfr£E)i



http://news.com.com/2100-7350_3-5606306.html
http://www.schneier.com/blog/archives/2005/08/m
http://www.granick.com/blog/

_;H ﬁl]/
_;H ﬁl]/
< 00

< 0day 61q]
- BFEZHE Oday

OdayiZ ik

H[3RE Oday
H[ 51 Oday
ay HHKMLE

<-10¢

ay~

N2

N

i

o I
- RIS

& 0day 111

F)(FOCUS TEAM



Odayfl@l%/
& TG S

& IR I 51

& OdayTi

FXFDCUS TEAM



T T 9 A

98

< IE, Firefox, Realplayer...
o R EC (Lrm Lgif .doc .ppt .pdf.....)

- BIHEE A (QQ,MSN,GAIM, Yahoo!)
< SPIKEfile, notSPIKEfile, FileFuzz

» ICBM  (-3k % )7 sl v ) 2R

<+ Flashsky, Liu DieYu




- 5 f0day?2
Microsoft Windows4b# G IF A4 B 1) Hk
B, S5 EQQEHEIE 40 ik 55

P ltraEdit-32 - [C:\kil1QQ. gifl

€D H8la | wi|l=lfE@]== = = o

A File Edit Search PFroject View Format Column Macro Adwanced Window Help
killQ9. gif ] logical screen width ogical screen height

:.. il
00000000k 38 39 61 2\';@@00 00 00 FF FF ; GIF39a)

00000010k g0 80 50 FF 00 00 10 00 00 oo 0o oo
000000&0h: oo oo 21 FF OB 4E 45 54 53 43 41 50
0oooo0o30h: 03 01 00 00 00 21 F9 04 09 04 ae
00000040k : 02 00 28 00 16 00 OO0 O3 91 65 46 54




< 5 fif1 Oday3
LeapFTP .IsqZZM' X i

LeapFTP .1s5q Buffer 0Overflow
/fbof . 1s5q

[HOSTINFO]

fl0ST=AAAAA...[ long string ]...AAAARA )
UsER=aaaaa

PAS5=aaaaaaa

[FILES]
1T, fwinis/ApiLlist . zip*, A4V L8390V ,"EvApiList . zip”

' B-xrocusteam



25 AW SETE
. GALBRI b

- Dave Aitel <<Enterprise Secific Software
Security Issues>>

sl 2B (CA Vet, Mcafee, Trend

Micro, F-Secure, Symantec, Sophos) JFEitf
HERG T

by Alex Wheeler 1SS X-Force

> f2: Symantec Veritas Backup Exec & CA
BrightStor ARCserve Backup

B-xrocusteam




\) L V= 7y -
TR 90 )

Company 2005 2004 2003
Symantec 7 16 =]
F-Secure 1 10
ChediFoint i i
MetScreen

RSA

BlueCoat Systams

fd cife e

Internet Security Systems

Computer Associates

Zone Labs

Sendmail

SurfCantral

Watchzuard

Ezet Sofhmware

Source; Wankee Group

B-xrocusteam




. N O OES
. TCP/IP

» 2% R TCP/IPYR AR SE I CMPHE 26 ik 55 s 1

CAN-2004-0791

> ICMP pi¥A rl A FE 26 ik 55U 1iWl CAN-2004-0790

» Z25%) R FTCP/IPH MU SEHLIN TR BPAWS L
2t i 55 JRiF CAN-2005-0356

> ICMP PMTUD#E % ik 55 Jfilil CAN-2004-1060

2K R A4 RSN BID-11258

> TCP w540k 55-URIA CAN-2004-
0230

g% More and more and more

B-xrocusteam

ESiE]




LT AN

o R E A 2 /D IRTATET N a7 S e

r 2/ NAE AT B 97 2

» IR 9 B A 2l TR T2 SR s H i 2

> iDEFENSE fE42 k302N H % A ik 200
contributor

(according to
http://www.verisign.com/press_releases/pr/page_031054.html)

B-xrocusteam


http://www.verisign.com/press_releases/pr/page_031054.html)

2 Xcon 2005

TRl 90 N 0 ()

%wﬁ%%ﬁzééﬁﬁﬁﬂﬁﬁﬂﬁ%iﬁ A Cg?
> "1 do think IDEFENSE can pay people

full wages to do vulnerability
research...

https://www. |mmun|tvsec com/pipermail/dailydave/2003-
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