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~ For these purposes, the main things to be aware
of isthat there are these sections of w32 files:

@ FANZK, CHHATH AP & H AR B

@ 5K, X APLES HEX L, 0
O IAEDLLAY, AERHATSCHH

@ Thereisthe preliminary snell data, and then the
Entry Point (EP) of the code

g O Thereisadefinition of the sectionsin which thefile
& @ isdivided ™
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» FEIRX AT AR B — R RS2 AT AX A
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» Thisiswhere modern heuristics, to alargedegreeis,

and wher e much of the work has been going towards,
Inevitably, to alarge degree.

> Major problemsexist for tackling this problem, the
foremost of which isthat in thisjust mentioned
process of cracking these binariesyou seethat a
debugger istheprimary ingredient here, thereforethe
fileisbeing run on the system.
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< It isworthwhile noting the debugger and disassembler
parallels here to automated heuristics, if only because
anyone who has examined malware binary code uses
these
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> Encryption of files, of course, islimited, aslong asyou
have access to the process, because the key eventually

will be processed and the decryption algorithm used...
the key, of course, does not haveto bewithin the
binary, or even on the system
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File Obfuscation Outside of #2005
Packer SEncryptors
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~ Themore serious problem with dynamic only style
heuristic enginesishidden in this— how do you deal
with functionality that is not immediately run when
the process starts? How do you deal with
functionality that requirescertain user or
automated interaction to actually comeinto play?
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> Most spyware operates in this fashion: it runs, it sets itself
up to embed within the system, and this historically means it
setsitself up by trojani ng binaries, or more commonly, by
setting registry or other “run at reboot” data
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> EPin first section of file— Entry Point not in first section
of file, good indicator of not being packed, though some
NT kernd filesare like thiswhich means updating with
patches/OS versions

» Manual Inspection can quickly show differ ence between
packed/encrypted filesversusregular files... thishasled
to entropy checks

» The*“Zero Order” Entropy check (PEID)... PEID
Introduced zero order entropy check...evading this could
‘difficult but highly useful for malware
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Static Heuristics and File Analysis, Part ||

(Packed/Encrypted File Detection Evasion)

> If apacked/encrypted file can evade detection, thiscan
lend a lot of value against heuristic engines... thiskind of
technology should be expected to grow

> Obfuscation in binary as packed/encrypted detection
evasion... that is, not using packed/encrypted technigues
directly, but obscuring thefileinnately (Covered later)

> Ultimatdly, it isvery difficult to evade complete detection,
though through layers of redirection it ispossibleto have
code which can evade entropy checks and at the same

time hide in danger ous malwar e behaviors
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> Examples of spreading code would be: inter net
connectivity, scanning code, file/directory traver sal
code combined with file infection code, and thelike

» Scanning code itself isgenerally best caught at the
network level, and thisis probably best evade by
extremely slow scanning techniques— this detection

method is common with some honeypot systems
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+ Detection of Object manipulation... should be noted thereare

simple and direct detection techniques on these, for instance,
NTFS structure detection, the fact this obscure code is obscure,

etc... DiamondCSS processguar d blocks access to Physical
M emory object, etc
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> Asyou can therefore see, there are awide range of “bad
behaviors” which are not yet known, therefore it isimpossible
for an Heuristic agent to be completely knowledgeable in what
IS “good” and what is “bad”

© BARAAMEAEE R, BREALEESTFIRMMES .
> ORI, LA AR R S

> Inevitably, it iswrong, however, to think of a heuristic system
asareasoning Artificial Intelligence System, but rather asa
mor e advanced Signature Analysis System... one which
requires continual signature updates— it should be noted this
Isnot unlike how we humans oper ate aswell, however... many
past and current heuristic solutions do not take thisroute
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> One of the most ludicrous examples of spyware techniques
recycled is simply in the various restart methods used by
trojans — and rarely used by other applications... for years there
were few automated ways to protect against this behavior, even
though trojan after trojan used the same techniques

> People rarely write code with no influences, and generdly,
malware has key code taken from other malware — the heuristic
attack ssmply attacks the key code methods, above all
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» BRINBAPI A S FE LN REBRIAPI (XEAERE
ZeiLAPI) , Hltloadlibrary.

> A popular method - | believe found by the famed 29a
group —for dynamic API calling involves obfuscating
the APl names called themselves... thisadds an initial
layer of redirection to sorting out dynamically called
APIs

> Almost anywherein all of thiswhere you see one level
of redirection used, under stand that usually even
greater obfuscation can be found by adding additional
layers
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Anti-Emulation Tricks: Slow and

Obscure

» Areally interesting technique was presented by Nico Brulezin a

Honeynet rever se engineering challenge — thisinvolved making a
virtual machine within the application itself, to obfuscate
analysis... for which hewrote a virtual machineto interpret his
own assembly

» Another interesting technique used in some malwar e in the past

has been brute forcing the encryption algorithm used by the
binary, atechnique dubbed “RDA” or Random Decryption
Algorithm (as documented by Peter Szor, asfound in avirus
sample—1 could not find credit for the author of this method)

» Whereyou have only pure emulation and no static analysisin an

heuristic engine, you then can be faced with processes that do
nothing for very long periods of time but ssmply decrypt
themselves... therefore, actually getting to the dangerous calls
themselves can be found to be exceedingly difficult
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Most mainstream AV has not been keeping up with attacks from the wild, when
they have always had the capabilitiesto do far better

Even in such a new industry, as computer security, tradition can quickly be created
and kept and thismust be fought against and avoided to produceresults

A solid evidence and suspicion based heuristics systems can operate, but it must be
programmed well by heuristic signature coders... and it must not avoid basic
dictates of the criminal justice world to operate, but must embrace them

Defensive softwar e must embr ace offensive software and thereverseistrue,
otherwisethereisa danger ous disconnect

Many of the conclusions madein this paper have used common sense style
argumentswith readily observable evidence supporting them for the pur poses of
winning theideas

Code which is absolutely malicious in natur e means code which is mor e provably
“bad”, such as anti-anti-virus code, spying code, spreading code

Various other conclusions, under standing about current heuristics and future
heuristics... such asthe usefulness of under standing “per spective” and

“subj ectivity” within a “moral system”, and viewing the heuristic system asa moral
system... and the classification of heuristic protection possible, that being against
“classes of attack” and “families of malware”

B-xrocusteam




_ _ 2 Xcon 2005
Various Credits

Foremost, | must credit al of the malware writers out there who have
greatly aided the advance of the science of the defensive arts, premier
among these groups for full disclosure, open source type projects have
been 29a. .. also the various contributors to the rootkit.com projects... it is,
however, impossible to fully credit the works of all of these people...
further it is also impossible to credit al of the malware researcher’s works
out there whose work has influenced this

Peter Szor’s book, mentioned in this speech, and his various other
writings have been extremely helpful as a coherent cataloguing of the
techniques used by malware authors -- | have marked out where his work
has been useful herein

Mark Russinovich’s paper on AV engines and genera low level papers

have been extremely instrumental and educational in many of these areas

over the years (I did not, however, base my NTFS system on hiswork, if

anyone is wondering, but due credit goes there to the Linux NTFS team

for thei; extensive documenting of the binary format of the NTFS file
stem.
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Credits, Continued

> Credits further mentioned, “CrazyLord’s” paper in Phrack on Physical

Memory exploitation and PEID’s Zero Order entropy method — their
exact method used was found in their forums

Nico Brulez’s Honeynet challenge was referenced in this work,
especially regarding the usage of avirtual machine in terms of AV
systems

> Thanksto Derek Soeder for his extensive help in proofreading this

document

Most of the conclusions | came to first through experimentation and
prototyping, through work in this field, on both the offensive and
defensive sides of things: many conclusions | later found supported
elsewhere. My initial API analysistool | wrote and released as
shareware three years ago. My initial interest in heuristics dates back
to some underground work some seven years ago or so.

B-xrocusteam




