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« Segment Overwrite (AddressOfSelf, Double
Overwrite)
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« Segment’s last entry update (normal operation)

1
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d |

Using segment index Coalescing with “last entry”
We find pointer to the makes the new bigger buffer
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— .

Segment pointer to
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{ te last.gninerpdate (under attack)
Dummy entry gets updated. j
S Since the segment
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\ PEB lock function will
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 Remapping Cache (AddressOfSelf)
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 Remapping Cache (AddressOfSelf)
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« Before Off-By-One

SN i ;

0x0110 * 8 = 2176 bytes | i

i S |

- " |
Chunk B Chunk C
Header Header

e T T g
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Oﬁ-By-Oneé

« After Off-By-One

ELSE R/
0x0110 * 8 = 2176 bytes
A
- !
Fake Real
(ll_lheu;dkeer Chunk C | Chunk C
Header | Header
\ / A
Y
- New Size == Rbl
0x0100 * 8 = 2048 bytes gl
(Chunk B

itiipy)
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o KRR IR U I B ASE S HEELARIB, B
KN KT 2k%F7, One must: |

o WA H AR AEAEHEER A

o MELLBITIK/INE B IS |

o AUDNIE HELLC LI BN HE DB (i B HELRC I AR 4R |
P H) |

e AT RS BRSO C Sk

e CUMEERBYRE I, AT

=\

F64M
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« WUB ( Double Free ) iR

« ZEWindows b FUE A LR A FT A
o WINIEEIUTIHESR = 5 R — P HESR S

o LEPNUCREEIBLLRT H 7 AT CAAS 21 kA dE B
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\zr/ X’con 2004 Double Free

o HELRATIB (B#: BRI

Chunk A Chunk B _
Header Header 5I
(Free) (Busy) |

%667 ]
!



%X’(on 2004 Double Free

o HELATIB (B BHUG)

T S ;

§ IR |
///’* R,
Chunk A+B Former '

Header Chunk B
(Free) Header
el )

~
CLET I HEL: B

— i s i
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N2/ X’con 2004 Double Free

]
|
'
o
]
[
i

o M ECHERRA, BCEAFONIER Sk, SRfrHELLBT

IR A TS TN Coalesced ;
Chunk f
~ SEEREN
Chunk A S o (D2 '
Header > 8 |®|F ;
s %
N |
Old
Chunk B

%687 ]
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« Stabilizing execution environment

» N THESATENAAHIE, HEIRERIRERRA . O |

T fi¥ishellcode]

EAAT, AT SR HE

o BT RITTREBNER, BA1EHE % T PEBHlockf]
Feo PrPLERAT T B X ek EARTATR
shellcode &4 — R X — IR AT

oo HMERlockBIAE B M @i BB 5, FA Tt Lz |
{7 AT IE R Hshellcode |
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\z7/ X’con 2001 ShellcodeyF: i % 171

o S RIRI

— fiCachefg4l ¥ & JNULLSet Cache pointer to NULL so
FreelList[O] is used

— Clearing the heap “Free lists” (Litchfield’s method). This
approach will allow us to keep the heap in place and hopefully

get rid of the problematic chunks by clearing any reference to
them

—Replace the heap with a new heap. If the vulnerable heap is the !
process default heap, update the default heap field in the PEB.
In addition replace the RtlFreeHeap function with “ret” instruction.

Note: Some problem may still exist since some modules might
still point to the old heap header.

*—lntei;C;ept calls to RtlAllocateHeap as well as RtlFreeHeap.
' Redirect allocate calls with old heap header to alternative heap

1eader, just return when RtfFfdeHeap is called

|
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« WindowsZz 4|1 220k
« TR “out-of-the-box” %45l
o /b T BEEE O E, L.
— By kBB T T
— RPC A 2ik% EUDP
o $215 T webi] i Ale-mailzt 4=

v Windows LI k% Nt IF A B BRI (|
F)ﬁ}‘éEK]“B%%”(Isolaﬂon)%ﬂ“% " (Resiliency)) i
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» Hi(heap)EAT T4l 22 =it |
o« XP sp2 {EHidik B T 2440 |

« PEB RN (R ANEHEBENLILY)
o TEHELLSL N E “ 4 cookies
o MR 4 4 22 42 47 Fk (Safe unlink )

e
& e
Gug o A5 By

F727W
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» PEB FEfLiL . -
« {EXP SP2 HPEB &AL P i lk == Al de
Joo LA R OX7HdfO00(X 4™ Mtk /E3GBAL |
B I3 ] LA o |

M XP SP2J1-4fi PEB {7 B ATEN 5E o

e AERIIIRR XP SP2 relff)itH ik PEB FIEMIMIE
Pz ek, (FoE T RemAS T LI,

bl 0x7ffdd000, OxX7ffdIBO00 %
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XP Service Pack 2

XP SP2
k

. . _ i H4 7 9]
« HEsk.cookie T
. Previous chunk New Unused | Segment
Self Size Size Cookie Flags bytes Index
Self Size Prewou_s chunk Segment Flags Unused
Size Index bytes
| |
1 3 I

%747
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« Hi3L cookie [T

» HE=Lcookiefti ] KA UTHEH -

* Cookie = (&Heap Header / 8) XOR Heap-
>Cookie

e MER MR P cookie ) TE VL, T T ANiE ,;,
cookie{H, VR ELATE f Y R HESL it k. &2
oK, BAIARERE 5y B0 I 2TXAME , B FEAIE |
AR A TR A

o :
el “aig ; ;
......
i *I

- T i
= [\
18
-r 8
Faie L ®
=

lc‘*

cookle/ﬁlﬁ N, PFrELHAT 2564/ i
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o IR |

. Tﬁﬁﬂwﬂ’ﬁmﬁTTﬁE*TMXXFLJ%%%%EP%% *

o JE NPT, BREEER R CIJF'THFLJ):THFLJA
I AKE [ Hi 48 7] C o

* XP SP2 HEXF I RAE M PR ERAE IR T 1 AR A2 true

Entry->Flink->Blink == Entry->Blink->Flink == Entry |

Head_er to free

|
S .

e I . _
B g,
€ dras ‘A.'l,' Wal
Lt

%767 i
|




56%‘)(’(«1 2004

XP Service Pack 2: fi%3i

o AR ERSETEANT

o XA A RERH IEA
Wi fFATVIE

PHESC A

o WINLEXP SP2
JH A i) e

R NI H

F7TR

i

K

@ /I—I/IHEQ‘ ] {E o

78 i of 26 I HE 554
ERA R WL, 2

LN

1A LT B 2 AT

—

e 1

B

AT |
E A A X

il %'J

_l7

Ko
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A L]

. ﬁu%‘%ﬂ%ﬁ%ﬂﬁﬁ XP SP2,4% T
ST HE R (heap base)ﬁlﬁm%

e MAFPEHFHINT HEADERS 75 Hf

\

HEFLHE(heap base).

SizeOfHeapReserve & # SizeOf

KA HEFLBE (heap base). iX¥-

[N

HF R o

o 1 SH TN AT HE

_”:-_:_iXP szﬁﬁﬁi‘ﬁaﬁi%ﬁﬁ H] AER

%787

KU S ;

. ZEXP SP2e B L T B HLLPEB I 7 K B L.

‘J

HeapCommit

¥ I

JAE AR i L




27 X’con 2004 B T
¢ AT i
— Bt AT 2 132 R {7 76T 82 ik |
o 4-Fl-n-FY B ik
— P4 2 T 4 5 B 7 58 o6
o PIRA-FTT 7
— PKASEN R o SR 4 R
o Mkl 5 B 048 5
A A ORI, TR S S0

HEFE T B L .

e d
o T Ve ol

8 . %797
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« FFFreefs i ; f
— AT E SR AR R Gt k) ORI |
I fie |
« M HFree) "X 78 s :

— — AT R AR I PR TR H (R 3 R )
ABCRE TBCAR) IS i

~+ VirtualAlloc %

AN AR B R AR BRSE PR A LR (a

~ virtually allocated block) [{] i
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ek 78 !

— AT, BB I 2 LookasideEk & Freelist §5 3%
No, XBSE 4F-n-FT A

o Bt WNIRFE 5

— PR A-F ATl B 5 e

o HUHTRGTLookaside:
~ A 78 o5 s 1 1 e MEZE M) f) Cache R
o L frk Cache:

AT T I HE S5 K T Cache gL
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