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2RSS (1SOMEG 7498-2)

Al CE5ID  CAuthentication)
B FE X S5 SRS 1 25 P 0 5 1))
Vi 455 CAccess Control)

#i % (Data Confidentiality)
B4k (Data Integrity)
A0 (Non-repudiation)
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‘gL (I SOMEC7498-2)

(1) hn= %) CEncryption )

(2) #7240 CDigital Signatur e M echanisms)
(3) [ =Hllglll CAccess Control M echanisms)

(4) ¥3E2#PENLF (Datalntegrity Mechanisms)
(5) %A HpLE]l (Authentication Mechanisms)

(6) B 1§ Jk %5 3H 7 Ml &l ( Traffic Padding
M echanisms)

(7) BHEHIFL4] (Routing Control M echanisms)
(8) ~uk#lifl (Notarization Mechanisms) Xf“‘:“s

k 2002




S

===

x5 S AR B A Sl
GV & Y|
AR

ER R E
TIEHRREE

T BURETE

i IR T

i RO RIE e Se B I
AR R I 5o 4
P BOE L e
TSN
EFEFBOLE e M
PUAAIE, 717 204 R A Ul
PUARH, 717 A A UE A

F:zzzz-<z-<«<z:zz
L
,<:Zﬁ:zz:zzzzz:zzzzz
L ]

‘v
z Bz 2z BEEE =z = =

A= A

{
1

fﬂl

£
I
I
Y
Y
N
Y
Y
Y
Y
Y
Y
Y
Y
Y
N
N

-<-<-<-<ZZZZZZZZ-<-<NF>§«-H}%
RIZ 2 &8l Z mlilE Z Z2 2 < $Exd

B Z Z Z2 202 2 Z Z |2 e
= S X (K < < <=5 20 i 2.




| 58 2 R AR A

o N il —— S AR
L i
s TS P P——S HIE

o IXUISS A AE— A 55 1 i
3 I (NRTS

o /SRy 1 B 5

« Mg ue—NHFLE

« TUARNBIE—Ftosm




o PR LR A PR 11 53

o X

)4 G g5 T -
-m

0gr

CE

| AR
¢

%Eﬂ%%ﬁ%%ﬁ@
BRI TR RG]

% ﬁééXjL/
o TANEVE

o LK

S 31 1%
VL2 2 H7 15 Tk A
HF 5 7 v

A7

Tﬂ:TJ\TE '3 ﬁéé’f%u: Xfﬂﬂlls
2002




He AR i)

Information Security Hype Cycle

Keay:
Visibility _ Will reach the “plateau” in:
A XML Security Less-than-two years

Standards Two-to-five years
Five-to-ten years

More-than-10 years
Never

Biometrics Firewall
- Appliances  DES
Behavior-Based

WEP Antiyirals

Quantum sSSO
Crypto

S .
PR | | [Jwsien) | Ed ey |

These slides are for intemal use only. External use ol . 32 hterial must be approved in writing by Gartner
Gartner Vendor Relatons. Please e-mail your usage req_test to quote requests@gartrrer com for approval
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2% v W(Ciphertext-only Attack)

20 W SEEET (Knewn-plaintext Attack)

ik #% ] 3CBLE (Chosen-plaintext Attaek)
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77 21 5

I Contest identifiers RC5-32/12/5

1T Cipher: RC5-322/5 (RCS with 32-bit wordsize, 12 rounds, and
5*8=40-bit key)
I Start of conteStizs January™1997, 9 am PST

I State of contest:

T IV:8a 16 2f 69 e8 37 98 bc
I Hexadecimal ciphertext:

12 35 13_64"760u8Mla 08 «d9 15 ed 20 78S SHUNERSD
68 5c 6¢c b4 bf 5b 00 38 ff 44 4e d9 d4 9b 46 16

fb 12 92 62 9b d4 7f 1a 8d 48 fe b6 Gs)gécm c
eb 19 0d 86 3f f4 43.75 9a 58 06 2c 8b CUS;

33 30 c3 3e a8 ab 24 25 &
il
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I Contest identifiers RC5-32/12/6

1T Cipher: RC5-32[82/6 (RCS with 32-bit wordsize, 12 rounds, and
6*8=48-bit key)
I Start of conteStizs January™1997, 9 am PST

I State of contest:

1 IV: cf4dc df 7c 08 36, ea g
I Hexadecimal ciphertext:

46 de b3 1b 18 5d 4b 68 ef 9e 4c 72 b3 al 44
06 fa tb F4ARNN> Tl &8 41 e9 b5 8f 1la 32 b8 5a

d5 1c b6 37 e7 61 02 5b 00 66 33 1C£é64 6
12 07 d3 b6 00 56 81 42 f0 51 a2 f6 GUS 5

fe 13 2a el eb fd 8a ,'
="
- 2002
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I Contest identifiers RC5-32/12/7

1 Cipher: RC5-322/7 (RCS with 32-bit wordsize, 12 rounds, and
7*8=56-Dbit key)
I Start of conteStizs January™1997, 9 am PST

I State of contest:

T IV:7b321f08aeb 17 de 8¢
I Hexadecimal ciphertext:

82 d3 4e a7 b3 24 86 Ob c6 d8 61 5¢c e9 f9 e4 79
88 5¢c 98 f1 d2 92 4c 59 ee 47 51 31 01 3e a8 ab

do fO 4d c8 19 97 af 01 5e af f8 3f Cdﬁébi% C
66 89 7c 82 09 87 4d.fb 07 f2 56 03 8d GUSH

ca e3 41 c2 8d d7 18 1d k
o
- 2002
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I Contest identifiers RC5-32/12/8

1T Cipher: RC5-32[22/8 (RCS with 32-bit wordsize, 12 rounds, and
8*8=64-bit key)
I Start of conteStizs January™1997, 9 am PST

I State of contest:

1 1V: 79 ce d5 d5 5075 cali@g
I Hexadecimal ciphertext:

bf 55 01565 "dcT288N2 4b 26 e4 85 4d 1.9 CSEREND
66 93 ab S28SCTTZ2 ghil37/ C8 b7 0d 1f TOU SN2

ae 2e cd fd 70 d3 fd 17 df b0 42 12 bg)égpcf
18 6b @7 15 ce 2c 84.bf ce 0d dO 4d 00 GUS, ¢
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I Contest identifiers RC5-32/12/9

1 Cipher: RC5-3222/9 (RCS with 32-bit wordsize, 12 rounds, and
9*8=72-bit key)
I Start of conteStizs January™1997, 9 am PST

I State of contest:

n 1V:41d5 97 4¢c 00 7a f5 16
I Hexadecimal ciphertext:

e/ af fc be 5f 74 ec a6 11 a2 1f a8 8a Oa al 76
dd 8e 01 d3 2b 31 a8 df 60 26 4f b0 16 ed 2c 71

89 fb 01 db ac Of af b5 21 a8 d6 5e a6i)¥ 54 4
14. fI54@B" 1le 1f 21."6Dbm36 “‘:"5
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1 Contest identifier:
1 Contest identifier:
1 Contest identifier:
1 Contest identifier:
1 Contest identifier:
1 Contest identifier:
1 Contest identifier:

RC5-32/12/10
RC5-32/12/11
RC5-32/12/12
RC5-32/12/13
RC5-32/12/14
RC5-32/12/48
RC5-32/12/16

X fucus

& 2002




714 HPSERC 6

« RSARAY
« 7ERC 5 FENE B vy A &1 HH 250 O g 20
e 20K E128 bits

. 1 T AN LB
o JNiE32 bits#EEAeE: (T sty 5 tE)
«e RC6-wW/r/b

Xfocus







oy

NGRS ) FT PN W

BN DI V2 1) 0t
PRS2 TR A AR T B e 9K
ca = R - B R N i R = A T

tus N

2002




> i

. Diffie filHellman{E Lo e .
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iii} 2 — N AH i g 42
SHE 4 T O 0 2 1 72 5 o T 00 U
L, ORI e D o S A 55 2 T S S e

AP 2 g a0 o0 M SRt 1 il I &2 5
VAR RE T, A A o M\ D3 AE 2 18 1 2o I (1] A
i 0 S 6 2R PH [ 58 56 BB P AR

O 224K 31 0 75 0 T2 00 1) 13 4 o R R 2 4 )
AR LA 75 0 1) S o A 1 3 B T i et
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o [ 44 RSA LI 2 @A IR 28 fiff 51 H A T AE AN ]
THE IR 8z b B S S S R

o JLTTEERPE LI Merkle-Hellman K napsack 23 8H 25 14

Wik G198 ) o H iR B4 M s B
Chor-RivestFEY: 2 155 Rl knapsack H 125 7& A 22 4 1 .

o ST REGNIE R %t [(IMCEliece s ] 2 b 8LV Gpf 4B |

19784F) .

o LA PR AR RO SO 1Y) El Gamal 73 B S LTS

(774 T- 19855 8,
H A8 A k22 4 K napsack 21 2y 41 2 il 450y Chor- Rivest
(PP4T719884E)
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NHEEE—RSA
d

199942 H21,
125 SGland Sun workstations ( *}*#J 175 MHz ) and
on about 60"PCS™(C [-12] 300 MHz ) .

8.9 CPUME.
A B i 228 A

line sieving & %23k 26 Mbytes/machine
lattice sieving: Z:3K about 50 Mbytes/machine

tus \
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Yavion R
/A\!EH #/KTRSA
199942 H2H, (42)

36.8 % Petér L. Montgomery, Stefania Cavallar, Herman J.J: te
Riele, Walter M. Lioen(C,L at CWI, Amsterdam, The
Netherlanas)

28.8 % Paul C Leyland (L at Microsoft Research Ltd,
Cambridge, UK)

26.6 % Bruce.Dodson (C,L at Lehigh University, Bethlehem,
PA, USA)

5.4 % Paul ZImmermann (L at Inria Lorraine and Loria, Nancy,
France)

2.5 % Arjen K. Lenstra (L at Citibank, Par3|ppany, NJ, USA, and
at the University of Sydney, Australia) Xfocus \
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INEH R RSA

199948} 22 H,
¥k (line'Sieving', lattice sieving)

Sieving: 35 CPU-years In total on...
160 175-400 MHz SGI and Sun workstations
8 250 MHz SGI Origin 2000 processors
120 300-450 MHz Pentium Il PCs
4 500 MHz Digital/Compaqg boxes

CPU-effort: 8000 MIPS & A 17 Xfocus
[5fJA] ;3.7 months. & \
2002




YNGR

« 19998 H22H, ' (£

« 124 722 179 relations'were collected by eleven different sites,
distributed as follows:
(L: usingHattice sieving code from Arjen K. Lenstra C: using line
sieving code from CWI)

T 20.1 % (8057 CPU days) Alec Muffett (L)

T 17.5 % (2092) Paul Leyland (L,C)

T 14.6 % (1819) Peter L. Montgomery, Stefania Cavallar (C,L)
T 13.6 % (2222) Bruce Dodson (L,C)

T 13.0 % (1801) Francois Morain and Gerard Guillerm (L,C)
T 6.4 % (576) Joel Marchand (L,C)

T 5.0 % (737) Arjen K. Lenstra (L)

T 4.5 % (252) Paul ZIimmermann (C)

v 410 % (366) Jeff Gilchrist (L) Xigeus \
1 0.65 % (62) Karen Aardal (L) &
" 0.56 % (47) Chris and Craig Putnam (L) 2002
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RSA-5¥6 $10,000 Not Factored
RSA640° $20,000 Not Factored
RSA-704 $30,000 Not Factoreo
RSA-768 $50,000 Not Factoree
RSA-896 $75,000 Not Factoreo
RSA-1024 $100,000 Not Factoreo
RSA-1536 $150,000 Not Factoreo

RSA-2048 $200.000 Not —act’g&
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Sender A's
security device

M—
message

Kg -—

l chip

Recciver B's
security device

‘—PKS

‘ chi

Kg
UID,

Encrypted message Kg

ExplUID, Il Egya(Kg) I A UlDg

KU,

Key component request

KU,

Law enforcement field (LEAF)

nterceplt

Escrow agency |

UlDA E](](KUAIJ

UID 4 [Exa(KUa)

KF \
D
Ky A
o ExyalKg)
KU, Ksg
K, + D .Q;)

Escrow agency 2

Law enforcement decoder

FIGURE 7.15. Secure Communications with Law Enforcement Access




4
Definition of the parameters.

K- = 80-bit family key.
UID =an Identifier-unique to a particular

SKIPJAC chip.
KU = device-unique key. KU= KU1A 'KU2
KU1, KU2 = apair of key components.
K1, K2 = secret key-encrypting keys
KS = sesslon key ant:us

D = authentication code. &
2002




¢

The LEAEthat IS transmitted as part of
a communieation has the following

general format:
EKF(UIDA [|EKUA(KYS) || PA)

X fucus

& 2002




When both encrypted keyseamponents are returned, the
agency can perform thefoll owi ng:

1. Recover key components:
KUa:= DKl[EKl(KUAl)]; KUAa-= DKz[EKz(KUAz)]
where Keane Kz are secret keys known only to the

requesting agency.

2. Generate device-unique key:
KUa= KUa:A KUA:
3.Recover session key:
Ks= Dkua| Ekua(K5)]

4. Recover message: ancus

M=Dk<Ex{(M)] k
2002




Escrow agency 1

Chip programming device

End user chip

Escrow Agent 1 s '
;n]ters Encryption function ’

Key generation Use
algorithm e e

Escrow Agent 2
enters
Ry

Escrow agency 2
key database

UID | Ex»(KUy)

FIGURE 7.16. Chip Programming and Key Escrow







