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Ipheader.id = SY Sldent.id + random,
Ipheader.ttl = SY Sldent. TTL + random(10);
tcpheader.th win = SY Sldent.window;
tcpheader.seq !'= random();

tcpheader.sport = rand(65535);
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 Kernd/ driversd char/ random.c

« Cookie:
MD5(secl,saddr,sport,daddr,dport,secl)
+ thelr sequence number
+ (count * 2"24)
+ MD5(sec2,saddr,sport,daddr,dport,count,sec2) % 2°24)

Where count increases every minute by 1.
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Statistic-Based Fingerprint | dentification
Inside XFocus’s DDOS Research Project
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Ih->ttl = getrandom (200, 255)
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packet.ip.ip_ttl = 255;
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¢ %ﬁ/f
Marking procedure at router R:
for each packet w
let x be arandom number from [0...1)
If x<p then,
write R into w.node
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Path reconstruction procedure at vitim v:
let NodeThl be atable of tuples(node,count)
for each packet w from attacker
Z.= lookup w.node in NodeThl
If zZI= NULL then
Increment z.count
else
Insert tuple(w.node,1) in NodeTDbl
sort NodeThbl by count
extract pacth(Ri...R}) from ordered node fileds in NodeTbl
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° %ﬁff
Marking procedure at router R:
For each packet w

let X be arandom number from [0,1]
if x<p then
write R into w.start and O into w.distance
else
If w.distance = 0O then
write R into w.end
Increment w.distance
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 Path reconstruction procedure at vitim v:
Let G be atree with root v
let edgesin G be tuples(start,end,distance)

for each packet w from attacker
If w.distance=0 then
Insert edge(w.start,v,0) into G
else
Insert edge(w.start,w.end,w.distance) into G
remove any edge(x,y,d) with d!=distancefromx tov in G
extract path(RI,...Rj) by enumerating acyclie pathsin G
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