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OpenBSD, FreeBSD, NetBSD, Mac OS X, and Solaris

GUI

¥ OpenVPN Connection (Office)

Current State: Connecting

Tue Mar 01 12:05:03 2005 DpenyPM 2.0_rcl B Wind2-Minkw [SSL] [LZ0] built an Feb 20 2005
Tue Mar 01 12:0503 2005 IMPORTAMT: Opent'PM's default part number iz now 1134, bazed on an official pol
Tue Mar 01 12:05:03 2005 WaARMIMNG: Mo server certificate verification method haz been enabled. See hittp: /.

Open¥PN

Enter Paszword:

i

k. Cancel

Dizconnect Reconhect Hide

OpenVPN OSl layer 2 3 SSL/TLS
certificates  smart cards

SSL IPSEC VPN

openvpn Iz0-1.08.tar.gz vpn
Izo  openvpn



./configure
make
make install

VPN
routed bridged routed
IPX
vpn 10.8.0.0/24
KEY
easy-rsa
CA key
#cd 2.0
#. ./vars
#./clean-all
#./build-ca

root@test02:~/openvpn/openvpn-2.0.5/easy-rsa/2.0# ./build-ca
Generating a 1024 bit RSA private key
______________________ ++++++

You are about to be asked to enter information that will be incorporated
into your certificate request.

What you are about to enter is what is called a Distinguished Name or a DN.
There are quite a few fields but you can leave some blank

For some fields there will be a default value,

If you enter ".", the field will be left blank.

Country Name (2 letter code) [US]:CN

State or Province Name (full name) [CA]:

Locality Name (eg, city) [SanFrancisco]:

Organization Name (eg, company) [Fort-Funston]:

Organizational Unit Name (eg, section) []:

Common Name (eg, your name or your server”s hostname) [Fort-Funston CA]:OpenVPN-CA
Email Address [me@myhost.mydomain]:coolc@openvpn.net



server key

Jbuild-key-server server

root@test02:~/openvpn/openvpn-2.0.5/easy-rsa/2.0# ./build-key-server server
Generating a 1024 bit RSA private key

+HH+++

You are about to be asked to enter information that will be incorporated
into your certificate request.

What you are about to enter is what is called a Distinguished Name or a DN.
There are quite a few fields but you can leave some blank

For some fields there will be a default value,

If you enter ".", the field will be left blank.

Country Name (2 letter code) [US]:CN

State or Province Name (full name) [CA]:Shenzhen

Locality Name (eg, city) [SanFrancisco]:

Organization Name (eg, company) [Fort-Funston]:

Organizational Unit Name (eg, section) []:

Common Name (eg, your name or your server®s hostname) [server]:

Email Address [me@myhost.mydomain]:server@openvpn.net

Please enter the following “"extra® attributes

to be sent with your certificate request

A challenge password []:

An optional company name []:

Using configuration from /root/openvpn/openvpn-2.0.5/easy-rsa/2.0/openssl.cnf
Check that the request matches the signature

Signature ok

The Subject"s Distinguished Name is as follows

countryName cPRINTABLE:"CN*"
stateOrProvinceName  :PRINTABLE: "Shenzhen*®
localityName :PRINTABLE: "SanFrancisco*
organizationName :PRINTABLE: "Fort-Funston*®
commonName :PRINTABLE: "server*
emailAddress - TIASSTRING: "server@openvpn.net*®

Certificate is to be certified until Nov 28 08:42:32 2015 GMT (3650 days)
Sign the certificate? [y/n]:y



1 out of 1 certificate requests certified, commit? [y/n]y
Write out database with 1 new entries
Data Base Updated

® Common Name "server”.
® "Sign the certificate? [y/n]"
® "1 out of 1 certificate requests certified, commit? [y/n]".

client key

3
./build-key clientl
root@test02:~/openvpn/openvpn-2.0.5/easy-rsa/2.0# ./build-key client
Generating a 1024 bit RSA private key
++++4+4

You are about to be asked to enter information that will be incorporated
into your certificate request.

What you are about to enter is what is called a Distinguished Name or a
DN.

There are quite a few fields but you can leave some blank

For some fields there will be a default value,

If you enter *.", the field will be left blank.

Country Name (2 letter code) [US]:CN

State or Province Name (full name) [CA]:Shenzhen

Locality Name (eg, city) [SanFrancisco]:

Organization Name (eg, company) [Fort-Funston]:

Organizational Unit Name (eg, section) []:

Common Name (eg, your name or your server®s hostname) [client]:clientl
Email Address [me@myhost.mydomain]:client@openvpn.net

Please enter the following "extra® attributes

to be sent with your certificate request

A challenge password []:

An optional company name []:

Using configuration from
/root/openvpn/openvpn-2.0.5/easy-rsa/2.0/openssl.cnf
DEBUG[load_index]: unique_subject = "yes"

Check that the request matches the signature
Signature ok



The Subject®s Distinguished Name is as follows

countryName :PRINTABLE:"CN"
stateOrProvinceName  :PRINTABLE:"Shenzhen*®
localityName :PRINTABLE: "SanFrancisco”
organizationName :PRINTABLE: "Fort-Funston*®
commonName :PRINTABLE:"clientl”

emai lAddress - 1A5STRING: "client@openvpn.net*

Certificate is to be certified until Nov 28 08:48:15 2015 GMT (3650 days)
Sign the certificate? [y/n]:y

1 out of 1 certificate requests certified, commit? [y/n]y
Write out database with 1 new entries
Data Base Updated

® Common Name "clientl".
® "Sign the certificate? [y/n]"
® "1 out of 1 certificate requests certified, commit? [y/n]".

./build-key client2

./build-key client3

Generate Diffie Hellman parameters

Jbuild-dh

root@test02:~/openvpn/openvpn-2.0.5/easy-rsa/2.0# ./build-dh
Generating DH parameters, 1024 bit long safe prime, generator 2
This is going to take a long time

........ o e e e e e e e e e et
__________________________ T O
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Key Files

key -key
( server server._key;client client.key)

Key



Openvpn

Filename | Needed By

ca.crt server + dl clients
ca.key key signing machine only
dh{n}.pem | server only
server.crt server only
server.key | server only
clientl.crt | clientl only
clientlL.key | clientl only
client2.crt | client2 only
client2.key | client2 only
client3.crt | client3 only
client3.key | client3 only

OpenVPN

Purpose

Root CA certificate
Root CA key
Diffie Hellman parameters
Server Certificate
Server Key

Clientl Certificate
Clientl Key
Client2 Certificate
Client2 Key
Client3 Certificate

Client3 Key

root@test02:~/openvpn/openvpn-2.0.5# cd sample-config-files/

server

Secr et

NO

YES

NO

NO

YES

NO

YES

NO

YES

NO

YES

virtual TUN network interface (for routing)
® UDP port 1194 (OpenVPN"s official port number)

10.8.0.0/24



ca, cert, key, and dh parameters

root@test02:~/openvpn/openvpn-2.0.5/sample-config-files# cp
-r ../easy-rsa/2.0/keys/ /etc/openvpn/

root@test02:~/openvpn/openvpn-2.0.5/sample-config-files# cp
server.conf /etc/openvpn/

root@test02:~/openvpn/openvpn-2.0.5/sample-config-files# cp
client.conf /etc/openvpn/

root@test02:~/openvpn/openvpn-2.0.5/sample-config-files# cp ipp.txt
/etc/openvpn/

] server.conf

server.conf
port 1194
;proto tcp
proto udp
dev tun
ca /etc/openvpn/keys/ca.crt
cert /etc/openvpn/keys/server.crt
dh /etc/openvpn/keys/dh1024.pem
server 10.8.0.0 255.255.255.0
ifconfig-pool-persist /etc/openvpn/ipp.txt
keepalive 10 120
comp-1zo
max-clients 10

user nobody



group nobody

persist-key

persist-tun

status /var/log/openvpn/openvpn-status. log
log /var/log/openvpn/openvpn. log

verb 3

Editing the client configuration files

o ca, cert, key, and dh parameters

® comp-1zo

[root@RH-syslog-server openvpn-2.0.5]# cp sample-config-files/client.conf  /etc/op
openldap/ openvpn/  opt/

[root@RH-syslog-server openvpn-2.0.5]# cp sample-config-files/client.conf  /etc/openvpn/

[root@RH-syslog-server  openvpn-2.0.5]1# scp  -r  root@172.30.28.130:/etc/openvpn/keys
[etc/openvpn/

e client.conf

client

dev tun

proto udp

remote 172.30.28.103 1194
nobind

user nobody

group nobody



persist-key

persist-tun

ca /etc/openvpn/keys/ca.crt

cert /etc/openvpn/keys/client.crt
key /etc/openvpn/keys/client.key
comp-1zo

verb 3

VPN Server

o

root@test02:~/openvpn# mknod /dev/net/tun ¢ 10 200
root@test02:~/openvpn# modprobe tun
root@test02:~/openvpn# echo 1 > /proc/sys/net/ipv4/ip_forward

o vpn
root@test02:~/openvpr# openvpn /etc/openvpn/server.conf

[
root@test02:~# tail -f /var/log/openvpn/openvpn.log

Wed Nov 30 18:08:32 2005 /shin/route add -net 10.8.0.0 netmask 255.255.255.0 gw 10.8.0.2
Wed Nov 30 18:08:33 2005 Data Channel MTU parms [ L:1542 D:1450 EF:42 EB:135 ET:0 EL:0
AF:3/1]

Wed Nov 30 18:08:33 2005 GID set to nobody

Wed Nov 30 18:08:33 2005 UID set to nobody

Wed Nov 30 18:08:33 2005 UDPv4 link loca (bound): [undef]:1194

Wed Nov 30 18:08:33 2005 UDPv4 link remote: [undef]

Wed Nov 30 18:08:33 2005 MULTI: multi_init called, r=256 v=256

Wed Nov 30 18:08:33 2005 IFCONFIG POOL :; base=10.8.0.4 size=62

Wed Nov 30 18:08:33 2005 IFCONFIG POOL LIST

Wed Nov 30 18:08:33 2005 Initialization Sequence Completed



Starting theclient

root@test5:~# openvpn /etc/openvpn/client.conf
Wed Nov 30 19:49:06 2005 OpenVPN 2.0.5 i686-pc-linux [SSL] [LZO] built on Nov 30 2005

Wed Nov 30 19:49:06 2005 IMPORTANT: OpenVPN"s default port number is now 1194, based on an official
port number assignment by IANA. OpenVPN 2.0-betal6 and earlier used 5000 as the default port.
Wed Nov 30 19:49:06 2005 WARNING: No server certificate verification method has been enabled.
See http://openvpn.net/howto.html#mitm for more info.

Wed Nov 30 19:49:06 2005 LZO compression initialized

Wed Nov 30 19:49:06 2005 Control Channel MTU parms [ L:1542 D:138 EF:38 EB:0 ET:0 EL:0 ]

Wed Nov 30 19:49:06 2005 Data Channel MTU parms [ L:1542 D:1450 EF:42 EB:135 ET:0 EL:0 AF:3/1 ]
Wed Nov 30 19:49:06 2005 Local Options hash (VER=V4): "41690919"

Wed Nov 30 19:49:06 2005 Expected Remote Options hash (VER=V4): "530fdded"

Wed Nov 30 19:49:06 2005 UDPv4 link local: [undef]

Wed Nov 30 19:49:06 2005 UDPv4 link remote: 172.30.28.102:1194

Wed Nov 30 19:49:06 2005 TLS: Initial packet from 172.30.28.102:1194, sid=f8d2337a 75be9018
Wed Nov 30 19:49:06 2005 VERIFY OK: depth=1,
/C=CN/ST=CA/L=SanFrancisco/0=Fort-Funston/CN=OpenVPN-CA/emai lAddress=coolc@openvpn.net

Wed Nov 30 19:49:06 2005 VERIFY OK: depth=0,
/C=CN/ST=ShenZhen/L=SanFrancisco/0=Fort-Funston/CN=server/emailAddress=server@openvpn.net
Wed Nov 30 19:49:06 2005 Data Channel Encrypt: Cipher "BF-CBC* initialized with 128 bit key
Wed Nov 30 19:49:06 2005 Data Channel Encrypt: Using 160 bit message hash "SHA1" for HMAC
authentication

Wed Nov 30 19:49:06 2005 Data Channel Decrypt: Cipher "BF-CBC" initialized with 128 bit key
Wed Nov 30 19:49:06 2005 Data Channel Decrypt: Using 160 bit message hash *SHA1" for HMAC
authentication

Wed Nov 30 19:49:06 2005 Control Channel: TLSv1, cipher TLSv1/SSLv3 DHE-RSA-AES256-SHA, 1024 bit
RSA

Wed Nov 30 19:49:06 2005 [server] Peer Connection Initiated with 172.30.28.102:1194

Wed Nov 30 19:49:06 2005 TCP/UDP: Incoming packet rejected from 172.30.28.104:53754[2], expected
peer address: 172.30.28.102:1194 (allow this incoming source address/port by removing --remote

or adding --float)

vpn
ping 10.8.0.1
root@test5:/etc/openvpri# ping 10.8.0.1
PING 10.8.0.1 (10.8.0.1) 56(84) bytes of data.
64 bytes from 10.8.0.1: icmp_seg=1 ttl=64 time=0.841 ms
64 bytes from 10.8.0.1: icmp_seg=2 ttI=64 time=0.333 ms
64 bytes from 10.8.0.1: icmp_seg=3 ttl=64 time=0.741 ms



64 bytes from 10.8.0.1: icmp_seg=4 ttl=64 time=0.902 ms

VPN



